NHPOPMALUOHHAR NAMATKA AAR

OBYHAIOWUXCR AAR PASMEWEHWA HA
OPULUUAABHBIX UWHTEPHET-PECYPCAX

C KaXXIpIM IoIOM MOJIOAEKH B
WHTEPHETE CTAHOBUTHCS OoJblle, a
IIKOJIBHUKHU OJHHU U3 CaMbIX aKTHUBHBIX
nonp3oBareniel PyHera. Mexny Ttewm,
MOMUMO  OFPOMHOrO  KOJIMYECTBa
BO3MOXKHOCTEM, HWHTEPHET HECET H
npoOjeMbl. JTa TaMaTKa JOJKHA
noMoyb Tebe 6e30MacHO HaXOAUTHCS B
CETH.

KoMunbroTepHbie BUPYChI

KoMmbroTepHslii  BUpPYC - 3TO
Pa3sHOBHUIHOCTh KOMIIBFOTEPHBIX
MpOrpamm, OTJIMYUTEIBLHOU

OCOOEHHOCTBIO ~ KOTOpPOM  SBIISIETCS

CHOCOOHOCTh K Pa3MHOXKEHHIO. B jomosHeHne K 3TOMy, BUPYChl MOT'YT HMOBPEAMTH WIH
NOJTHOCTBIO YHUYTOXHUTH BCE (pailibl U JaHHBIC, MOAKOHTPOJbHBIE IOJB30BATENIO, OT
UMEHH KOTOpOTro ObLiIa 3amylleHa 3apaXeHHasi IporpaMMa, a TaKkKe MOBPEIUTh WU JTaxke
YHHUYTOXXUTH OIEPAIIMOHHYIO CHCTeMy CO Bcemu (paiimamu B 1enoMm. B OombmimHCTBE
CJIy4aeB paclpOCTPAHSIIOTCS BUPYCHI Uepe3 UHTEPHET.
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MCTOI[BI 3aIIUThI OT BPCAOHOCHBIX ITPOIrpaMM.

Hcronb3yit COBpeMEHHBIC ONepPaIlMOHHBIC CUCTEMBI, UMEIOIINE CEPhEe3HBIA YPOBEHD
3aIUTHI OT BPEAOHOCHBIX MTPOrPaAMM;

[TocTossHHO ycTanaBnmmBai matau (IUGPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIMBAIOTCS C IEIBI0 JOPAOOTKH MPOrpaMMbl) M APYTrHe OOHOBJICHUS CBOCH
orepanMoHHoM cuctembl. CkauuBall HMX TOJIBKO C OQPUIMAIBHOIO caiTa
pazpaborunka OC. Ecnau cymecTByeT peXuM aBTOMAaTHYECKOTO OOHOBIICHHUS,
BKJTFOYH €T0;

Paboraii Ha cBoeM KOMIBIOTEpPE IO TPaBaMH IMOJIb30BaTENs, a HE aIMUHUCTPATOPA.
OTO0 He MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTAJIMPOBATHCS Ha
TBOEM TIEPCOHATTLHOM KOMITBIOTEPE;

Hcronb3yit aHTUBHPYCHBIE TPOTPAMMHBIE TTPOTYKTHI M3BECTHBIX MIPOU3BOIUTENEH, C
aBTOMAaTHYE€CKUM OOHOBJIEHUEM 0a3;

Orpannyb (HU3UUECKUH TOCTYH K KOMITBIOTEPY JIJIsi TOCTOPOHHUX JIUII;

Hcrnonb3yil BHENTHWE HOCUTENN MH(POPMAIUU, TaKue Kak (hemka, AUCK win (aiin
W3 UHTEPHETA, TOJIHKO U3 MTPOBEPEHHBIX HCTOYHUKOB;

He oTkpeiBaii KOMIbIOTEpHBIEC (Pailiibl, MOTYYEHHbIE U3 HEHAJIEKHBIX UCTOYHUKOB.
Jaxe Te Qainpl, KOTOpbIE TpHCIaT TBOW 3HAKOMBIN. Jlydille yTOYHHM y HeEro,
OTIIPABIISI JIU OH TeOE UX.




<

Cetu WI-FI —

Wi-Fi - 310 He BUj mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH 1, MapKa.
Eme B 1991 rony Hunepnanackas kommnanus 3apeructpupoBana Openn "WECA", uto
obo3Hayano ciuoBocodyeranue "Wireless Fidelity", koTopwiii mepeBOAUTCS — Kak
"GecrpoBOAHAS TOYHOCTH".

Jlo Haimero BpeMeHHW Joluia Japyras a0OpeBuaTypa, KOTOpas SBISETCS TaKOH e
TexHojoruen. 1o abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha
CTaHJapT BhICIICH 3BYyKOBOM TexHuku Hi-Fi, uto B mepeBoae o3Hadaer "BbICOKas
TOYHOCTB".

Jla, 6ecrimaTHBIA MHTEPHET-IOCTYI B Kae, OTENSIX U adpOropTax SBISETCS OTIIMYHON
BO3MOHOCTBIO BbIXO/Ia B MIHTEpHET. HO MHOTME 9KCTIEpPThl CUMTAIOT, YTO OOIIEIOCTYIIHbIE
Wi-Fi cetu He sBIsIIOTCS 6€30IIaCHBIMHU.

CoBeThI 110 0€30MacHOCTH PabOThI B 00IIEAOCTYHBIX ceTsax Wi-fi:

1. He mepenamaii cBoro JHYHYIO HMHpoOpMaIuioo depe3 obmieaoctynubsie Wi-Fi cern.
PaGortast B HuX, KenaTelnbHO HE BBOJIUTH MAPOJU JIOCTYIA, JIOTUHBI U KaKUE-TO
HOMeEpa;

2. Ucnonb3yit u 0OHOBIISIN aHTUBUPYCHBIE POrpaMMbl U OpaHamayep. Tem caMbIM Thl
o0e3ormacuirb cedst OT 3aKayKu BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmioun ¢yakmuio "OOmuit goctyn K Qaitnam u
npuHtepaMm". JlaHHas QyHKIUS 3aKpblTa 1O YMOJYAHUIO, OJHAKO HEKOTOpPbIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBa MCIIONB30BaHUs B paboTe min yueoe;

4. He ucnonws3yii myonuunbii WI-FI nns nmepepaum MUYHBIX JAaHHBIX, HapuMep IS
BBIXO0/1a B COLIMATIbHBIE CETH WU B DJIEKTPOHHYIO TIOUTY;

5. Ucnonw3yit Tonpko 3amumieHHoe coequnenue yepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-anpeca BBOAM UMEHHO "https://";

6. B wmoOwisHOM Tenmedone orkmoun  pyHkiuio  "Tlogkmrouenne k- Wi-Fi
apTomatnuecku'". He pomyckail aBTOMaTHYECKOrO NOAKIIOYEHHS YCTPOMCTBA K
cersim Wi-Fi 0e3 TBoero cornacus.

ConuajnHbie ceTu

ConuanpHble CeTH aKTUBHO BXOST B HAIly JKU3Hb, MHOTHE JIFOAU PAaOOTAIOT U )KUBYT
TaM MOCTOSIHHO, a B Facebook yke 3aperucrpupoBaH MUJUIMAP] YETOBEK, UYTO SIBIIAETCS
OJHOM CEeIbMOM BCeX JKWUTENeHW IulaHeThl. MHOrMe MoJIb30BaTe€ad HE MOHMMAIOT, 4TO
uHpopMaIus, pa3MelleHHas MMM B COLIMAJIBHBIX CETAX, MOXET ObITh HalleHa W
UCTIOJIb30BaHa K€M YIOJJHO, B TOM YHCII€ HE 0053aTENbHO C OJaruMy HaMepEeHUSIMHU.
OCHOBHBIE COBETHI 110 0€30aCHOCTH B COLIMAIbHBIX CETAX:

1. Orpanuub crucok apys3eil. Y Te0s B Apy3bsiX HE JOKHO OBITh CIy4allHBIX U
HE3HAKOMBIX JIFOCH;

2. 3amumiaii CBOIO YacTHYIO KuM3Hb. He yka3piBail mapomnu, tenedoHbl, aapeca, aaTy
TBOETO POXKAECHUSA M JAPYryH0 JHMUYHYHO HH(GOpMaLUiO. 3JI0yMBIIUIEHHUKA MOTYT
UCIOJIb30BaTh JaK€ MHPOPMAIMIO O TOM, KaK Thl U TBOU POJUTENHN IUIAHUPYETE
MPOBECTU KAaHUKYIIbI;

3. 3ammuiiaii CBOIO pemyTaluio - IEp’KU €€ B UNCTOTE U 3a/1aBaii cebe BOMpoC: XOTel Obl
Thl, 4YTOOBI Jpyrye MOJIb30BATENN BUAEIH, UTO ThI 3arpyxaems? [logymaii, npexne
4YeM YTO-TO OMYOJIMKOBATh, HAIUCATh U 3arpy3UTh;




4. Ecnu ThI TOBOPHUILH C JIFOJABMH, KOTOPBIX HE 3HACIb, HE MCIOIB3YH CBOE peanbﬂch
UMS U JIPYTyI0 JTUYHYI0 WHGOPMAIHMH: MM, MECTO >KHTEIbCTBA, MECTO Y4eOBl U
npoyee;

5. Uzberaii pasmemenus pororpaduii B IHTEpHETE, I1€ ThI H300pa’KeH HA MECTHOCTH,

0 KOTOPOM MOXHO OIMPENETUTh TBOE MECTOIOI0KEHNUE;

6. Ilpu perucrpanuu B COIUAITBHON CETH HEOOXOIUMO UCIIOIH30BATh CIIOKHBIC TIAPOJIH,
cocTosiue u3 OykB v UGP U C KOTUIECTBOM 3HAKOB HE MEHEe §;

7. Jns conmManbHOM CETH, TIOYTHI M IPYTUX CAUTOB HEOOXOMMO UCIIOIb30BaTh Pa3HbIE
naposnu. Torma eciau Te6st B3IOMAIOT, TO 3JI0YMBINIUICHHUKY MTOIYYaT TOCTYI TOIBKO
K OZJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI'H

DJEeKTpOHHBIE IEHBIU - 3TO OYEHb YJOOHBIN coco0 MmiaTexen, 0OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE€ XOTST MOJIYYUTh 3TU JICHbI .

DONEeKTPOHHbBIE JIEHbI'M MOSBUIIMCH COBCEM HETABHO M UMEHHO M3-3a 3TOTO BO MHOTHX
rocyapcTBax 0 CUX MOP HE MPOMKUCAHO NPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT M O HUX YyXe IPOIKCAHO B 3aKOHE, /e HX
pa3zeNsoT Ha HECKOJIbKO BHUJOB - AHOHMMHBIE U HE aHOHUMHBbIE. Pa3Huiia B TOM, 4TO
aHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTh ONepalnu 0e3 uaeHTU(UKaIUN
MOJIb30BATElIS, @ B HEAHOHUMHBIX UJICHTU(DUKAIMS TTOJIB30BATEINS SIBISETCS 00SI3aTEIHHOM.

Taxxe ciemyer pa3uyaTh AIEKTPOHHBIE (PUATHBIEC EHBI'H (PABHBI TOCYapCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE HEPUATHBIE IEHbIU (HE PABHBI TOCYIAPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI IO O€30MaCHON padoTe ¢ ITCKTPOHHBIMU JCHbIAMMU:

1. IlpuBsixu K cueTy MOOWJIbHBIN TenePoH. DTO caMblil yIOOHBIA U OBICTPBIA CIIOCOO
BOCCTaHOBUTH JOCTYI K cuery. [IpuBsi3aHHbIN TenepoH MOMOXKET, eciu 3a0yenb
CBOU IUIATEXKHBIN MMAPOJIb WIH 3alICIIb HA CAUT C HE3HAKOMOI'0 YCTPOWCTBA;

2. Ucnonw3yit ogHopaszoBbie mapoiu. [locie mepexona Ha yCHWICHHYIO aBTOPHU3AIIUIO
TeOe yke He OyZIeT yrpoKaTh OIMACHOCTh KPa)kK WJIH MepexBaTa IJIaTeXHOro MapoJs;

3. Beibepu cnoxHbii maponb. [IpectynHukam OyAeT HE MPOCTO yraaaTh CIIOXHBIN
napoJib. HajiexHple maposiu - 3To MapoJik, KOTOPbIE COJIEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0sI CTPOUYHBIE U MPOMUCHBIE OYKBBI, ITU(PHI U HECKOIBKO CUMBOJIOB,
TaKWe KaK 3HaK J[ojuiapa, PyHTa, BOCKIMIATELHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JaHHBIE HA CalTax, KOTOPHIM HE JIOBEPSCIIIb.

DJIEKTPOHHAS MO4YTA

DJIEKTPOHHAS MOYTA - 3TO TEXHOJIOTHS M MPEIOCTABIIIEMBIE €10 YCIIYTH 10 IIEPECHIIKE
U TIOJTYYEHUIO JJIEKTPOHHBIX COOOIIEHHM, KOTOpbIE PacHpelessiioTcsl B KOMITBIOTEPHOM
ceth. OOBIYHO DIJIEKTPOHHBIM TMOYTOBBIA AWK BBIMJISAUT CICAYIOMIUM 00pa3oM:
UMS_TIONTb30BATENISI(@UMS_JOMEHA. TakKe KpoMe IMepeAadd MPOCTOro TEKCTa, MMEETCS
BO3MOXKHOCTh TEpe/iaBaTh (pailiibl.

OCHOBHBIE COBETHI O H€30MacHOM padoTe ¢ IACKTPOHHON MOYTOM:

1. Hano BbIOpaTh MpaBUIILHBIN ITOYTOBBIN CEpBHC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIIIE JOBEPSITH TEM, KOT'O 3HACIIb U KTO
TIEPBbIA B PEUTHHTE;

2. He yka3pIBaii B IMYHOM MoYTe JUYHYI0 MH(OpMmaruio. Hanmpumep, ydiine BeIOpaTh
"My3bIKanbHbIN_(panat@" wium "pok2013" Bmecto "temal3";
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KubepOyuiMHT MJIM BUPTYAJIbHOE M31€BATEIbCTBO

KubepOymmnHr - mnpeciaegoBaHWE COOOIICHUSMH, COJEPKAIIUMU  OCKOPOJICHMS,
arpeccuio, 3alyrUBaHUE, XYJIHWTAHCTBO; COIMMAIBHOEC OOWKOTUPOBAHHWE C TOMOIIBIO
pa3TUYHBIX MHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pb0e ¢ KNOEpOYINIMHIOM:

Hcnonp3yi AByXATAIHYIO aBTOPU3ALUI0. DTO KOrJ1a IOMHUMO MapoJisd HYKHO BBOHH’&
KOJI, PUCBhUIAEMBbIN 110 SMS;

Boibepu cioxHblld mapoiib. [ Kakaoro mouTtoBOro fIIMKa JODKEH ObITh CBOU
HAJICKHBIW, YCTOWYUBBINA K B3JIOMY T1apOJIb;

Ecnu ecTp BO3MOXXHOCTH HAIlUCaTh CaMOMY CBOM JIMYHBIA BOIIPOC, MUCIOJIB3YH 3Ty
BO3MOXXHOCTB;

Hcnonb3ylh HECKOJIBKO MOYTOBBIX SAIIMUKOB. lIepBBIM 11 4YaCTHOW NEPENUCKHA C
ajpecaTaMy, KOTOPBIM Tbl JOBEpsA€lIb. OJTO JJIEKTPOHHBIA aJapec HE Halo
WCIIOJIb30BaTh NIPU PETUCTpAIU Ha (opyMax M caTax;

He otkpsiBail Qaitnbl U Apyrue BIOKEHUS B MHUCbMax, JaXe €CJIU OHW MPULUIH OT
TBOUX Apy3el. JIyure yTouHu y HUX, OTIPABIISUINA JIK OHU TeOe 3TH (habl;

[Tocne oxoHuaHus paOOTHI HAa IMOYTOBOM CEpPBHCE MEpE] 3aKPhITHUEM BKJIAAKH C
caiiToM He 3a0y1b HaxkaTh Ha "BeidTu".

MoouabHbIN Tej1edoH

CoBpemeHHbIe cMapTQOHBI W IUIAHIIETHI COJAEpKaT B ceOe BIOIHE B3POCIHbIN
GyHKIMOHAN, W TeNepb OHU MOTYT KOHKYpPHUPOBATh CO CTAIlMOHAPHBIMU KOMITHIOTEpPaMHU.
OnHako, CpeACTB 3alIUTHI JIJIs1 TOJAOOHBIX YCTPOMCTB MOKa O4€Hb Majo. TecTupoBaHuE U
MOUCK YSI3BUMOCTEH B HMX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s [IK, To ke camoe
KacaeTcs U MOOWJIbHBIX MPUIIOKEHHI.

He Opocaiicst B 601, Jlydammuii cmioco6: mOocOBETOBAThCS Kak ceOsl BECTH U, €CITH HET
TOrO, K KOMy MOXHO OOpaTUThCS, TO BHayaje yCHOKOUThCs. Eciau Thl HauHelb
OTBeYaTh OCKOPOJEHUSMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIIe Pa30XKKEIIb
KOH(JTUKT;

VYnpasisii cBoeil kubeppenyTaimeii;

AHOHUMHOCTh B ceTM MHHUMas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

He ctout BecTu xynuranckuii o0pa3 BUPTyalnbHOU ku3HU. UHTepHET PUKCHUpYET Bce
TBOU JICUCTBUS U COXPAHSIET UX. Y NAUTh UX OyAET KpaliHe 3aTPYyJHUTEIbHO;
Co0buto1aii CBOIO BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupy#t enuuHuuHbld HeraTuB. OJHOpPa30BbIe OCKOPOUTENBbHBIE COOOIICHUS
Jy4rie urHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4YaubHOU CTaINN;
ban arpeccopa. B mporpaMmmax oOMeHa MIHOBEHHBIMH COOOIICHUSIMHU, B
COIMAIBHBIX CETSAX €eCTh BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIIEHUN C
OIPENEIIEHHBIX aPECOB;

Ecnmu T1b1 cBugerens kubepOymiauHra. TBOWM ACHCTBUSA: BBICTYNHUTH TPOTHUB
IIpEeCEeNoBaTeNs, MOKa3aTb €My, YTO €ro JEHCTBHS OLICHUBAIOTCA HEraTHUBHO,
NOJIIEPKATh JKEPTBY, KOTOpPOM HYy)KHA IICUXOJOTHYECKas MOMOIIb, COOOUIUTh
B3POCIIBIM O (haKTe arpeCCUBHOTO MOBE/ICHUS B CETH.
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CoBpemeHHbIE MOOWIIbHBIE Opay3epbl YXKe TMPaKTHUYECKH JOTHAIU HaCTOHLHH&
aHaJOTy, OJHAKO pacliMpeHue (PyHKIMOHAIa BIIEYET 3a cO0O0M OONBIIYIO CIOXKHOCTh U
MEHBIIYIO 3alUIEHHOCTb.

Jlanieko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI /i1l 0€300aCHOCTH MOOMJIBHOIO TeaedoHa:

1. Huuero He siBiisieTCs Mo-HacTodAlleMy OecruiaTHeIM. bylib OCTOpOXEH, Beb KOT1a
TeOe mpenyararoT OeCIUTaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
TIaTHBIC YCIIYTH,

2. Jlymaii, mpexzae uem oTrpaBuTh SMS, ¢poTo miu Buieo. Trl TOYHO 3HACIID, T/I€ OHU

OyayT B KOHEUHOM UTOre?

Heobxonnmo 0OHOBIISATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapThOHa;

W crnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJISI MOOWIIBHBIX Telle(pOHOB;

He 3arpyxaii npunoxeHus OT HEU3BECTHOTO HWCTOYHUKA, BEIb OHU MOTYT

COJIEpP>KaTh BPEIOHOCHOE MTPOrpaMMHOE 0OECTICUEHHE;

6. Ilocme TOro Kak ThI BBIMJICII C CaiiTa, IJi¢ BBOJIWI JIMUHYIO HH(GOPMAIINIO, 3al/Id B
HACTPOWKH Opay3epa u yaanu cookies;

7. Tleproguuecku MpOBEpsd, Kakue IUIATHBIC YCIYTM aKTUBHPOBAHbI Ha TBOEM
HOMEpE;

8. [laBaii cBoif HOMep MOOMILHOTO TeNeOHA TOIBKO JIFOJISIM, KOTOPBIX ThI 3HACIIH U
KOMY JIOBEpSICIIb;

9. Bluetooth momxeH ObITH BBIKIIIOUEH, KOTJIa Thl UM HE Tojb3yelibes. He 3a0biBait
WHOTJIa TIPOBEPSTH ITO.

Online urpsi

CoBpeMEHHBIE OHJIANMH-UIPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOLIME pPA3BIICUCHUS,
O0BEANHSIONME COTHU THICAY YEJIOBEK MO BceMy mMupy. Urpoku uccienyoT JaHHBIM UM
MUp, OOINAIOTCS APYr C JPYrOM, BBIMOJHSIOT 3aJaHus, CPAKAIOTCS C MOHCTpAMH U
MOJIYYAIOT OMBIT. 3@ YIOBOJILCTBUE OHU IUIATAT: MOKYNAIOT IUCK, OIJIAYMBAIOT AOOHEMEHT
WM IPUOOPETAIOT KAaKUE-TO OIILIUH.

Bce aTu cpencrtBa MayT Ha MNOAAEpKAHUE U PA3BUTHE WIPhl, a TAaKKE Ha camy
0€30MaCHOCTh: COBEPIIECHCTBYIOTCS CHUCTEMBI aBTOPU3ALMH, BBITYCKAKOTCS HOBBIE MMAaT4U
(urdpoBbIe 3aMIaTKH 711 IPOrPaMM), 3aKPbIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B nogo0HbIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KPaKu
TBOET0 MapoJisi, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3ALUU OOJIBITUHCTBA UTD.

OCHOBHBIE COBETHI 10 0€30MACHOCTU TBOETO UTPOBOTO aKKAyHTa:

1. Ecnu apyroit urpok Besier ceOst IoXo WK CO3JaeT TeOe HEMPUATHOCTH, 3a0JI0KUpyH
€ro B CIIMCKE UTPOKOB;
2. Tloxamyiicas amMHHHCTpAaTOpaM WIrPhl HAa IUIOXO€ TIIOBEICHHUE OSTOTO WIPOKA,
JKENaTeNbHO NPWIOKUTHh KAKUE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;
He yka3biBaii muunyto nHpopMaImio B mpodaiine urpsr;
YBaxaii Ipyrux y4aCTHHUKOB I10 UI'PE;
He ycranaBnuBaii HeoduiManbHbIe TaTYU U MOJIBL;
Hcnosnb3yl CII0KHBIE U pa3HbIE I1APOJIH;
Jlaxxe BO BpeMsi UIpbl HE CTOMT OTKJIIOYaTh aHTHBUpYC. [loka Thl WUrpaemib, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.
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OUINNHT WJIH Kpaka JUYHbIX JaHHbIX

OOBIYHOM Kpaxkel JeHer M JOKYMEHTOB CErofHs y)K€ HUKOrO HE YJIWBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUN 3JI0YMBIIUICHHUKH TEPEMECTHIIUCh B HMHTEPHET, U
IIPOJIOKAIOT 3aHUMATHCS "ITFOOMMBIM" JICIIOM.

Tak nosiBuIach HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA I (DUILIKHT, TJIaBHAS 11eJTh
KOTOPOI'O COCTOUT B MOJIYYEHUH KOHPUAECHIUAIbHBIX JAaHHBIX MOJIb30BaTENE! - IOTUHOB U
naposeil. Ha anrnuiickom si3bike phishing unrtaerca kak ¢umunr (ot fishing - peiOHas
JIOBJIS, password - maposn).

OCHOBHBIE COBETHI 10 00pbOE ¢ (UITUHTOM:

1. Caenu 3a cBOMM aKkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOOUMO 3a0JIOKUPOBAaTh €€ M COOOIIMTH aJIMUHHUCTpaTOpam
pecypca 00 3TOM Kak MOXHO CKOpEE;

2. Ucnonb3yit Oe3omacHble BeO-CaiThl, B TOM 4YHUCJE, WHTEPHET-MAarasuHoB H
HIOUCKOBBIX CUCTEM;

3. Hcnonp3yit cnokHble U pa3Hble Mapoiu. Takum oOpa3oM, eciu TeOs B3IOMAIOT, TO
3JI0YMBIIIEHHUKH MOJIYy4YaT JOCTYH TOJIBKO K OAHOMY TBOEMY MPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecnmu TeOs B3JOMaM, TO HEOOXOAMMO NPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE T0OABJICHBI Y T€Os B APY3bSIX, O TOM, YTO T€Os B3JIOMANU U, BO3SMOXKHO, OT
TBOEr0 UMEHHU OYJIET PacchlIaThCs ClIaM U CChUIKM HA (PUILIMHTOBBIE CANTHI;

5. YcranoBu HagexHbid apoiib (PIN) Ha MoOWIBHBIN TenedoH;

OTKiII04YM cCOXpaHEeHHE naposist B Opaysepe;
7. He oTtkpeiBail (aiiiibl U Ipyrue BIOKEHUS B MUCbMAaXx, AK€ €CJIA OHU MPUILIU OT

TBOMX Jipy3el. Jlydllle yTOYHU y HUX, OTIPABIISUIM JIU OHU TeOe ATH (aiiibl.

I{udposas penyranus

[udposas pemyranus - 3T0 HETaTUBHAS WM TIO3UTHBHAS WH(OPMAITUS B CETH O TeOe.
Kommpomerupytomas uHpopMarys, pa3MelieHHas B HMHTEPHETE, MOXKET CepPhe3HBIM
o0pa3oM oTpa3uTbcsi Ha TBoeH peanbHOM >xu3HM. "lludpoBas pemyranus" - 370 TBOU
UMUK, KOTOPBIN (hopMupyercs u3 uHpopManuu o Tebe B UHTEpHETE.

TBoe MecTO JXKHTENnbCTBa, ydeObl, TBOE (UHAHCOBOE IOJOXKEHUE, OCOOCHHOCTH
XapaKTepa U paccKasbl 0 OJU3KUX - BCE ATO HAKAILIMBACTCS B CETH.

MHorue noapoCTKy JErKOMBICIEHHO OTHOCSTCS K IMyOJMKAIIMK JIMYHOW HHpOpMaluu
B lHTEepHETE, HE MOHMMAs BO3MOYKHBIX MOCIEACTBUN. ThI Jake HE CMOXKEUIb OragaThCs O
ToM, 4TO (hoTorpadus, pa3MenieHHas S5 JeT Ha3aj, CTala MPUIMHON OTKa3a MPUHATH TeOs
Ha pabory.

KomMmenTtapuu, pasmenienue tBoux (ororpaduil W Apyrue IEWCTBHS MOTYT HE
WCYE3HYTh JaXKe IMOCJIE TOro, KaK Thl WX YAQJIWIIb. bl HE 3HACIIb, KTO COXPaHWI 3Ty
nH($OpMAITHIO, TIOTaJia JIM OHA B TMOMCKOBBIE CHCTEMBI M COXPAHWIACH JIM OHA, a TJIABHOE:
4YTO MOAYMAIOT O TeOe OKpyKarouue JIOAU, KOTOphle HAWayT M yBUIAT 3T0. Haiitu
uH(GOpPMAITUIO MHOTO JIET CITYCTSI CMOKET JII000M - Kak U3 J0OpBIX MOOYKIEHHM, Tak U C
HaAMEPEHUEM MPUYHUHUTH Bpel. ITO MOKET OBITh KTO YTOTHO.

OCHOBHBIE COBETHI 110 3alIUTE IU(PPOBOYN penyTalnu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBaTh W TepenaBaTh y ceds B Oiiore wiu B
COLIMAJIbHOM CETH;
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2. B Hactpotikax nmpoduisi yCTaHOBU OTpaHUYEHUs Ha IPOCMOTP TBOETO Mpoduis u er&
COZIEPKMMOTI0, CHIENIal €ro TOJABKO "I Apy3en’;

3. He pa3meniaii 1 He yka3biBail HH()OPMAIINIO, KOTOPAsk MOXKET KOT0-TU00 OCKOPOISATh
WIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJbHUKM - AKTUBHBIE MOJIb30BATEIM LU(PPOBOro MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO MOJb30BAHME MHOTMMH BO3MOXHOCTSIMHU LU(POBOro
Mupa TpeOyeT COOI0eHHS TPaB Ha UHTEJUIEKTYalIbHYI0 COOCTBEHHOCTD.

Tepmun "uHTennekTyanbHas COOCTBEHHOCTh' OTHOCHUTCS K PAa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOro yMa, HauMHas C HOBBIX H300pETeHH W 3HAKOB, 00O03HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKThl M YCIYI'M, M 3aKaHuuMBas KHUramu, (ortorpadusmu,
KUHO(PUIBMAaMH U MY3bIKJIbHBIMHU MPOU3BEICHUSIMH.

ABTOpCKHE TMpaBa - 3TO INpaBa HAa MHTEIUIEKTyaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BENCHUS HAYKH, TUTEPATypPbl U UCKYCCTBA. ABTOPCKHE MPABa BBICTYIAIOT B KAYECTBE
rapaHTHM TOTO, YTO MHTEJUIEKTYalIbHBIN/TBOPUYECKUN TPy aBTOpa HE Oy/IeT HalpacHBIM,
JacT €My CIpaBelUIMBbIE BO3MOXKHOCTH 3apadoTaTh Ha pe3ylbTaTax CBOEro TPy.a,
NOJIyYUTh HW3BECTHOCTh M TMpu3HaHue. Hukro 0e3 paspenieHuss aBTOpa HE MOXKET
BOCIIPOM3BOJIUTH €r0 TPOU3BEACHUE, PACIpPOCTPaHITh, MYOJUYHO JEMOHCTPUPOBATH,
npojaBaTb,  UMIOPTHUPOBaTh, IyCKaTh B  MpoKar, NyOJIMYHO  HCIOJHSATH,
MOKa3bIBaTh/UCTIONHATH B 3pupe uiu pa3memiats B HTepHeTe.

Hcnonb3oBanue '"mUpaTcKoro" MNpOrpaMMHOIO OOECHEYEHHS] MOXKET HPHUBECTH K
MHOTMM pHCKaM: OT NOTE€pPH JAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
yCTpOMCTBA, I/ie YCTaHOBJIEHA HellerajibHas nporpamma. He crout taxxe 3a0bIBaTh, 4TO
CYLIECTBYIOT JIErajbHbI€ U OeCIIaTHBIE MPOrPaMMbl, KOTOPbIE MOKHO HAlTH B CETH.

O nopraJje

CGTGBI/IIIOK.Dd) - TBOM TJIaBHBIM COBETUYMK B CETH. 3,Z[€CI> Thl MOXCHIb Y3HATb O
0€30IIaCHOCTH B CETHU IIOHATHBIM H AOCTYIIHBIM A3BIKOM, a IIPpH BO3HUKHOBCHHUU
KPUTHYECKON CUTYallMM OOpATUTHCS 32 COBETOM. A TakXKe MPUHATH y4acTUE B KOHKypcax
U CTaTh CaMbIM ITU(POBBIM I'PAKIAHUHOM!
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